PREDMET: TELEKOMUNIKACIJSKA OMREijA
UCNA URA: Brezziéna omreZja IEEE 802.11

DELOVNI LIST

POVZETEK NALOGE
Pri reSevanju naloge boste preizkusili administracijo preprostega brezzZicnega
usmerjevalnika ter snemanje in dekodiranje Wi-Fi prometa.

POTREBUJETE
» USB Wi-Fi kljucek (je v ucilnici)
* brezzi¢ni usmerjevalnik (v uCilnici je TP-LINK TL-WR1043ND)
* prenosnik z namescenim Linux-om, Wi-Fi vmesnikom, ki omogoca monitorski
nacin in programi za snemanje Wi-Fi prometa (priskrbi asistent)
* racunalnik z namescenim programom Wireshark (je v ucilnici)

NALOGA

KORAK 1. PriZgite racunalnik. Ugotovite nastavitve, ki vam omogocajo povezavo v
internet (Stevilka IP, maska, prehod, DNS).

OPOMNIK
Nastavitve ugotovite s pomocjo Raziskovalca ali pa v ukazni vrstici uporabite ukaz
IPCONFIG /ALL.

ZAPISKI




KORAK 2. V racunalnik namestite USB Wi-Fi kljucek. Brezzicnemu usmerjevalniku
priklopite napajanje. S svojim racunalnikom se brezZi¢no poveZite na usmerjevalnik.
Po uspesni povezavi bodo vase povezave podobne kot je prikazano na spodniji sliki.

WINDDWS' system32' cmnd.exe

osoft Windows XP [razlifica 5.1.26881
(C>» Copyright 1985-2001 Microszoft Corp.

H:~>ipconfig

IP konfiguracija za Windows

Ethernet kartica Local Area Connection:

8 povezavo dolofena DNS pripona . . = uni-—mb.si

IP naslowv : 164.8.187.131
Mazka podomreeZja. - 255.255.255._.224
Privzeti prehod . - : 164.8.187.12%9

Ethernet kartica BrezZiéna omreZna povezava:r

& povezavo dolocena DHS pripona . . =

IP naslow : 192.168.1.128
Haska podomreZja = 255.255.255.8
Privzeti prehod - 1%92.468.1.1

OPOMNIK

Pri tej vaji predpostavljamo, da ima brezZi¢ni usmerjevalnik naloZene tovarniske
nastavitve. TovarniSke nastavitve povrnemo tako, da pri prizganem usmerjevalniku
pritisnemo in 10s drZimo tipko RESET, ki se nahaja na zadniji strani.

Tovarniske nastavitve so:
Stevilka IP: 192.168.1.1
Username: admin
Password: admin

KORAK 3. V brskalniku naloZite stran za administracijo brezZicnega usmerjevalnika. V
meniju System Tools nastavite pravilen datum in uro.

KORAK 4. Nastavite WAN povezavo brezzicnega usmerjevalnika tako, da vnesete enake
podatke, kot jih ima vas$ racunalnik.
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Tp_LINK’ - 300M Wireless N Gigabit Router

~ Model Ho. TL-WR1043N / TL-WR1043ND

Status
Quick Setup WAN Help
Qss

'WAN Connection Type:

WAN Connection Type: Static IP ~ Detect
_ If your ISP is running a DHCP server,
_WAN selectthe Dynamic IP option.
_LAN IP Address: L‘ If your ISP provides a static or fixed IP
_— . Address, Subnet Mask, Gateway and
-MAC Clone SubnetMasic  [0000 | DS sefiing, select the Static IP option.
Wireless DefaltGateway: (0000 | (Oafiona) It your ISP provides a PPPoE connection,
DHCP— select PPPoERussia PPPoE option
i MTU Size (in bytes): 1500 he defaultis 1500, do not change unless nece It your ISP provides BigPond Cable (or
(L SR (inbytes) —l m g Heart Beat Signal) connection, please
Forwarding selectBigPond Cable option.
Security Primary DNS: 0.0.0.0 \ (Optional) It your ISP provides LZTP connection,
S please selectL2TPMRussia L2TP option.
Parental Control Secondary DNS: 0.0.0.0 | (optional
- It your ISP provides PPTP connection,
Access Control please select PPTP/Russia PPTP option




KORAK 5. Preverite, da je vklopljen streZnik DHCP in da ima smiselne nastavitve. Ta DHCP
streznik vgrajen v brezzZi¢ni usmerjevalnik bo vaSemu racunalniku dolocil Stevilko IP, ce
boste na njem dopustili samodejno nastavitev omreZja.
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Tp_LINK" 300M Wireless N Gigabit Router

Model No. TL-WR1043N / TL-WR1043ND

S 5
s DHCP Settings

Quick Setup DHCP Settings Help

Qss The Router is set up by default as a
Network DHCP Server: Disable @ Enable DHCP  (Dynamic Host Configuration

Protocol) server, which provides the
Wireless StartIP Address: 152.168.1.100 TCPIIP configuration for all the PCs that
are connected to the Router in the LAN.
DHCP End IP Address: 152.168.1.199
- DHCP Semings Address Lease Time: 120 minutes (1~2880 minutes, the defaultvalue is 120)
- DHCP Clients List Default Gateway: 192.168.1.1 (optional)
- Address Reservaton Default Domain: I:I (optional)
Forwarding
& secondaryDNs:  [[___ ](optiona)

Security

* DHCP Server - Enable or Disable
the server. If you disable the
Server, you must have another
DHCP server within your network
or else you must configure the IP
address  of the  computer
manually.

Start IP Address - This field
specifies the first address in the
IP Address pool. 192.168.1.100 is
the default start IP address.

End IP Address - This field
specifies the last address in the

Parental Control

Access Control IP Address pool. 192.168.1.199 is
- the defaultend IP address.
Advanced Routing ® Address Lease Time - The .

KORAK 6. Nastavite brezZicni vmesnik. Izmislite si originalno ime vaSega omreZja, da ga
boste prepoznali v mnoZici ostalih. Glede nastavitev kanala vpra3ajte asistenta. Pri
varnosti izberite zascito 64-bitno WEP in nastavite Sestnajstisko geslo (da bomo promet
laZje dekodirali). Izmislite si geslo, ki mora vsebovati 10 Sestnajstiskih Stevk.
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Status

Quick Setup Wireless Network Name: [TP-LINK F12B96 | isoc Wireless Settings Help

Qss Region: Slavenia v Note: The operating distance or range of
) your  wireless  connection  varies
Warning: Ensure you select a correct couniry to conform local law. significantly based on the physical

Incorrect settings may cause interference. placement of the Router. For best results,
place your Router,

® hlear the center of the area in
which your wireless stations will

i Tlteril Mode: 11bg mixed ~ operate
- Wireless MAC Filtering a In an elevated location such as a

- Wireless Advanced Channel Width; 20MHz high shelf.

Channel: Auta ¥

® Away from the potential sources of
- Wireless Statistics Max Tx Rate: S4Mbps ¥ inteference, such as PCs,
microwaves, and  cordless
DHCP phones
- ® With the Ant; thi ight
USB Settings & Enable Wireless Router Radio pc:siiiun? ] T T G
Forwarding [ Enable SSID Broadeast ® Awayfrom large metal surfaces.

Security - Note: Failure to follow these guidelines
el U e < || can result in significant performance
Parental Control > degradation or inability to wirelessly




KORAK 7. Kabel za ethernet, ki je vklopljen v vas racunalnik, prestavite v brezzi¢ni
usmerjevalnik v vrata WAN. Ponovno se poveZite na brezZi¢ni usmerjevalnik. Preizkusite,
ali vam deluje internet. Sedaj ste v omreZje povezani samo preko brezZicnega
usmerjevalnika. Ce Zelite, lahko sedaj v meniju System Tools izberete Backup&Restore ter
shranite svojo konfiguracijo v obliki datoteke na svoj disk.
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Tp_LINK" 300M Wireless N Gigabit Router

Model No. TL-WR1043N / TL-WR1043ND

Status

Quick Setup Wireless
Qss Disable Security Security
Help
Newwork
. You can select
Wireless © WEP one of the
" - . following securi
- Wireless Setiings Type: Autermnatic ~ opt\ons:g y
- Wireless Si WEP Key Format: Hexadecimal o Disable
- Wireless MAC Filtering Key Selected WEP Key (P ord) Key Type ?ﬁ:uriry _
- Wireless Advanced Keyl @ [ 1234567890] ] S4bit = wireless
- Wireless Statistics SECLY,
Key 2: Disabled ~ function
DHCP can be
Key 3: Disabled >~ enabled
USB Setiings e or
Key 4: hd i
Forwarding Y Disabled disabled.
" We do not recommend using the WEP encryption if the device operates ir disabled
SEELL 802.11n mode due to the fact that WEP is not supported by 802.11n spec the ’

KORAK 8. Asistenta obvestite, da ste pripravljeni na zajemanje prometa in pocakajte na
njegova navodila. Ko dobite odobritev, se iz ukazne vrstice s programom telnet poveZite
na testni QOTD streZnik, ki teCe na racunalniku altair.uni-mb.si na vratih 17. Asistent bo
med vaso povezavo snemal ves brezZicni promet v ucilnici (na kanalu, kjer ste vi povezani
s svojim brezzi¢nim usmerjevalnikom). Po uspesni povezavi pocakajte, da asistent na
Moodlu objavi posnetek.

KORAK 9. Kabel za ethernet vrnite v svoj racunalnik in poskrbite, da imate spet oZicen
dostop do interneta. BrezZicnega usmerjevalnika sedaj ne potrebujete vec in ga lahko
ugasnete.

KORAK 10 - NALOGA. S programom Wireshark v posnetku poiscite zaporedne Stevilke
okvirjev, ki so povezani z vaso telnet povezavo. Podajte tudi celotno vsebino, ki se je
prenesla med telnet zvezo.

OPOMNIK
Klju€ za desifriranje vnesemo v meniju Edit-Preferences-Protocols-IEEE 802.11. Izberemo
“Enable decryption” in podamo kljuc.



